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Full Round Attacks

ZK-friendly hash functions
Jarvis (2018), Griffin (2022), Anemoi (2022), Arion (2023), and
Skyscrapper v1 (2025)

Skyscraper fell to a rebound attack
All others fell to PoSSo-based attacks

FHE-friendly stream ciphers
RASTA (2018), DASTA (2020), Elisabeth-4 (2022) and FRAST (2024)

[RD]ASTA and Elisabeth-4 fell to linearization attacks
FRAST relies on a blockcipher with probability 1 iterated differentials

What happened? Should we PANIC?!??
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What are the operations that we can use?
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A Basic Example of Arithmetization

“Arithmetization” depends on the subtleties of the protocol you work with!

Verifying if y = c(ax+ b)10 + x in R1CS

1

2

3 t2 = t1 × t1

4 t3 = t2 × t2

5 t4 = t3 × t3

6 t5 = t2 × t4

7

8

This verification costs R1CS 4 constaints

How to turn a computation into an arithmetic circuit depends on the operations allowed
Its cost is also arithmetization-dependent—though low degree is usually welcome!
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A not basic at all example of arithmetization

The cost of each operation depends on the arithmetization!
Plonk ̸= R1CS

source: Skyscraper: Fast Hashing on Big Primes,
https://eprint.iacr.org/2025/058.pdf
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Symmetric Techniques for Advanced Protocols

FHEMPC ZK

Masking

MPC-in-the-head
(signatures...)

PCF

VDF

BGV

FV

TFHE

R1CS

AIR
...

Plonk

Arithmetization-Oriented

AO evaluation AO verification
Fn
2 ;Fp
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Fn
2

Fq

Z/mZ

Z/mZ

Fp, F2n

It’s kind of a mess!
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OldWorld NewWorld

Alphabet Fn
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Operations ⊞,⊕, AESenc, S-box... +, x3, PBS

Cost # CPU instructions... R1CS constraints, noise,# PBS...

Design strategy
Prevent diff./integral attacks

???
→ wide trail strategy
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TFHE: corresponding stream ciphers

Elisabeth-4 q = 24

Uses a constant key register on
which index-dependent non-linear
functions are applied.

Gabriel... (Elisabeth-4 follow-ups)

FRAST q = 24 A block cipher in a
CTR-mode variant.

Transistor q = 24 + 1
SNOW-like round structure

source: Towards Case-Optimized Hybrid
Homomorphic Encryption Featuring the
Elisabeth Stream Cipher
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“Broken” Primitives

Best Attack

Use Name Security (intended) Complexity Type

TFHE
Elisabeth-4 128 88 Linearization

FRAST 128 1∗ Differential

Plonk Skysraper v1 128 20 Rebound

ZK

Jarvis 128 83 ad hoc PoSSo

Anemoi 128 80

Resultants
Arion 128 90

Griffin 128 55
Rescue 512 475
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An appetizer: The case of FRAST

1 Proba 1 iterated differential: (0,−δ, δ, 0, ..., 0)

2 Proba 1 iterated differential: (0, 0, δ, 0, ..., 0,−δ)

3 Proba 1 iterated differential: (0, δ2, δ3, ..., 0, δ32)

provided that
∑

i δi = 0

Almost Affinity

Let EK be the internal block cipher of FRAST

Pr∆
[
∀x, EK

(
x+∆

)
= EK

(
x
)
+∆

]
= 2−8
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Definition of PoSSo

Polynomial System Solving


p1(x1, . . ., xN) = 0

...

pk−1(x1, . . ., xN) = 0

pk(x1, . . ., xN) = 0

→
PoSSo
magic!


x1 = c1
...

xN−1 = cN−1

xN = cN

Here, we suppose that there is a finite, small number of solutions (e.g. not a full vector space).
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Steps of a PoSSo-Based Attack

Initial Cryptanalysis. Deduce a system of equations as simple as possible from the intended
attack.

Write a system of equations.

Solve system. If the system is completely linear, trivial.
If not, maybe linearize?

Or something else!

Deduce attack from result. (e.g. recover secret key from variable assignment)
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The particular case of Elizabeth (1/2)

Elisabeth
Implements a “filter

permutator”

Key register is never
modified

Optimized for TFHE

Lowmultiplicative
depth: F is of low
degree
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The particular case of Elisabeth (2/2)

Basic Linearization

si = F(x0, ...xn)

=
∑
u∈Fn

2

αu

∏
j

xujj =
∑
u∈Fn

2

αuPu

αu is known, both xj and Pu must be recovered.

If the number of equations is high enough,
this can be solved using basic linear algebra!

Improvement

1 Careful analysis of the ANF means there
are fewer unknowns

2 Better algorithm than Gaussian
elimination
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The simplest case: linearization

What went wrong?

1 Wrong assumptions about the relevant metric: degree vs. number of possible monomials

2 Attack complexity was further lowered using sophisticated (but still off-the-shelf )
algorithms (block Wiedemann)

The best algorithm was not the one considered, and its complexity scaled differently.
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Generic System Solving: Steps and Tools
p1(x1, . . ., xN) = 0

...

pk−1(x1, . . ., xN) = 0

pk(x1, . . ., xN) = 0


g1(x1, . . ., xN) = 0

...

gκ−1(x1, . . ., xN) = 0

gκ(x1, . . ., xN) = 0


g∗1 (x1, . . . , xN) = 0

...

g∗N−1(xN−1, xN) = 0

g∗N(xN) = 0

g∗N(xN) = 0 → xN

1. Define system

2. Find a GB (F4/F5) 3. Change order to lex 4. Univariate root

The Tools Used
SAGE Open source, mostly reliable...

but sloooow
F4/F5 What makes it possible...

but Open source implementations hard to find, big difference
in efficiency between public/proprietary implementations.

but things are getting better!
FGLM No “practical” issues...

but lots of variants with very different complexities

Berlekamp-Rabin Easy to re-implement
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The even-less-simple case

How to prevent it?

Usual goal
Ensure that the attack has a time complexity beyond 2128.

1 Experimentally, F4/F5 is by far the slowest

2 Time complexity (m is the number of equations):

O

((
m− 1+ Dreg

m− 1

)ω)

3 Estimate Dreg, plug in the numbers... Voilà!
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A Better Solving Strategy (Sometimes): the Freelunch

p1(x1, ..., xN) = 0

...

pN−1(x1, ..., xN) = 0

pN(x1, ..., xN) = 0

1. Encoding

g0(x1, ..., xN) = 0

...

gN−1(x1, ..., xN) = 0

gN(x1, ..., xN) = 0

2. Find Gröbner basis

g∗1 (x1, . . . , xN) = 0

...

g∗N−1(xN−1, xN) = 0

g∗N(xN) = 0

3. Change order

find x0

...

deduce all xi :s

4. Final resolution

What do we need?

1 Free Gröbner basis

2 ComputeMx0

3 Solve det(x0I−Mx0) = 0
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r(x1) = 0 → x1

1. Define system
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Towards better security arguments

Lessons Learnt
1 The best solving algorithmmight not be the one we think of

at first

2 Dedicated solving algorithm will be even better

3 The system to solve might not be the one we think of at first
either

All is not lost: univariate root finding is always there, so
DI isa a good metric!

aHopefully...
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Round Skips: a limit of DI...

Principle
Use the degrees of freedom to add equations that decrease
the ideal degree.

At first, found using “subspace” tricks.

Better techniques exist now:
Skipping Class: Algebraic Attacks exploiting weak
matrices and operationmodes of Poseidon2(b), Merz
and Rodgriguez Garcia,
https://eprint.iacr.org/2026/306

Bigger blocks→ higher DI, but also more degrees freedom!
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The particular case of ZK-friendly HF

Uncertainty Different protocols use different primes =⇒ different possible values for α.

Flexibility These algorithms give the user (and the attacker!) a lot of freedom

Comparison ̸= Security evaluation Cryptanalysts focus on comparing instances

Is there a set of parameters for which my attack works?
̸=

What is the security of the variant I care about?
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Looking at Rescue

This slide and the following ones are heavily based on

Improved Resultant Attack against Arithmetization-Oriented Primitives, Bariant et al.
https://eprint.iacr.org/2025/259

All instance are fine except
for a single one (the 512-bit
one)
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They break because we are still learning

Glaring oversights aside, the main problem was
a poor understanding of relevant attack techniques.

Too many designs, too little cryptanalysis!

Primitive factory vs. primitive
We still need to figure out a good way to specify/secure “factories”. (or do we?)
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Where to go from here?

Potential directions for hardening

Ideal Degree

The “boring/fastest” step of PoSSo is the only with a reliable complexity.
=⇒ security arguments based on DI are the future!

DI vs. D2
I ?

Easy security increase?

Like in public key, express attack efficiency in terms of a single quantity (number of rounds?)
that is easy to increase if necessary

Thank You!
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